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Multiple Wireless Networks based Control System for
Unmanned Surveillance Robot
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Taeyoung Uhm', Joon-Young Jung', Sung-Hoon Cho?,
Gi-Deok Bae?®, Young-Ho Choi*

Abstract: Unmanned robots are very useful for autonomous security systems. These robots navigate
autonomously move in a large area for surveillance. It is very important for robots that cover such
a wide area to communicate with a control systems. Therefore, the control system needs various
communication methods to check the status of the robot and send/receive messages. In addition, it is
necessary to provide an easy interface for the user to send security mission commands to the robot. In
this paper, we propose a control system based on a variety of communication techniques to perform
security by safely communicating with a number of robots in a wide area space. The proposed system
designed for considering user UL, data storage and management, and shows usability by constructing it

in a real environment.
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[Fig. 1] Multiple wireless network system configuration
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Robot Control
Command Transmission

LoRa Switch

—
Command
[Fig. 2] Robot control command transmission flow chart
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[Table 1] Comparison of the communication module specifications

Spec
Method Model Dist. Frequency |Bandwidth
LoRa uLory 10km |917~923 MHz | 125kHz
LoryG 10km |917~923 MHz | 125kHz
. . 500 m
Wifi Spider (Hand over) 5GHz 20 MHz

LTE | ME-Y51WI LGU |850,2600 MHz| 100 MHz

Bluetooth | Logitechf710| 10 m 2.4 GHz 1~2 MHz
[Table 2] LoRa transmission protocol
Variable Name| Type Contents

Robot ID uint16 Robot identification

Timestamp | int32 Time
LoRa Milisecond | uintl6 Time
Transmisiion| Message ID | uintl6 | Message idendification

Protocol 0: mission stop

1: mission start
2: surveillance strat
3: return start

cmd int32
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struct __attribute_ ((packed))T_MSG_HEADER
{
T_MSG_HEADER(){ robot_id = timestamp = milisecond = msg_id = 0; }
unsigned short robot_id;
unsigned int  timestamp;
unsigned short milisecond;
unsigned short msg_id;

b
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** T_MISSION_CONTROL

** cmd =0 //stop

** emd =1 //start

** emd = 2 //surveillance_start

** cmd =3 //return
]
struct __attribute__((packed))T_MISSION_CONTROL
{

T_MISSION_CONTROL()

{

cmd=0;
i

int cmd;

b

struct T_MISSION_CONTROL_MSG
{

T_MISSION_CONTROL_MSG()

{

i

T_MSG_HEADER hdr;
T_MISSION_CONTROL cmd;
L

[Fig. 3] LoRa transmission protocol code

IEEE 802.11a/n 5GHz Band
LS 10/100/1000 Base-T 2Port Ethernet
Up to 300Mbps Data Rate
146.6mm X 169mm X 41.6mm
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[Fig. 4] Wifi transmission unit for hand over

SH, Wifi ‘541 52500 m2] #1# 2] %] 2} 300 Mbps 2] 4
o2 = @ W(Hand over)7} 71Fs-gt g7 o] SItHFig 4]. &
A BER 4] B FAlo] 7hsebr] wiel AFAIE =

sh=t] gol3ith Wifi B418 ARE-ste] 23t Alo] WS
%3}7] $1314] MQTT (Message Queuing Telemetry Transport)
IR /\]_9_‘8]—1‘4—. o] ZZEF WAL TCP/IP T2 EF 99
Zhshal 2] et e Aol 245 F e R o
,] ol o] E(Agent)E -&3k=H] w5 F-83tth o] ¥4
o]-galo] BASH = L2 E -2 [Table 3][Fig. 512+ 2tt 5,
AR 2= E = A& R AH) 23] FA 02 A
7 Sale] 7hs st
E]»g_i LTE 552 ME-YSIWLE S ARg-slo] 224
1A oo Eef 2t HE| AN LB ALS-8)
3%0] G2 HlolH(Ad, D, ol Enjx)E Stk
A F 3700 =R 30| 1A Y ollo|HAEE RSt 4

2 r:-« mlo _|>‘ >

EX”

[Table 3] MQTT transmission protocol

Variable
R ) Name Type Contents
obot pat Pathcout int32 Path amount
protocol - -
Path info double Map coordinate
(100) (x,y,heading)
0: mission stop
Robot mission . 1: mission start
cmd int32 .
protocol 2: surveillance strat
3: return start
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** T_MISSION_CONTROL

** cmd =0 //stop

** cmd =1 //start

** cmd = 2 //surveillance_start

** emd =3 /freturn
e sk o sk ok ok ook o ook ok ok o 3 e ok ok ok o ok ok o ok ok ok ok ok ok sk ook sk ok koo o
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struct  attribute  ((packed))T_MISSION MSG

{
T_MISSION_MSG()
{

cmd = 0;
}

int cmd;
}; // Start or Stop signal

struct
{
double x;//m
double y;//m
double heading; //rad
}; // save the path information

__attribute__{(packed))T_PATH_INFO

struct
{
int pathcount; // the number of path
T_PATH_INFO path[100]; // path information
b

_attribute  ((packed))T _PATH INFO MSG

[Fig. 5] MQTT transmission protocol code
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[Fig. 6] LTE transmission for sensor data
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[Fig. 7] Domain integrated operating and control system architecture
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[Fig. 8] Mission assignment GUI
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[Fig. 10] Google API based Monitoring GUI
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[Fig. 12] Muti-Agent Framework for Control System

[Fig. 13] Multi-Agent Control System

5.8 B

22 23] i Tilo] ol L gl ow, m3te] An|2s

£ 4 o) 2§34} 81 2o] Fab o2 27kt 9)
O, 3 =R o]l et Aul s S Au] 228 B8
A T B4 WAl Zkste] T oo (=t 9 14
ool AE)E TAIE 4 gl A28 & AlQekgich, 53, 9]

FAg AN A A AE|AS Q8] 821 UL W DA A 2~E)

= TE] 91 eEE wAske] st 547H77}X1
T AN E L2700 Abo| E(2 ], A )ell 85

1, ol =l 23 B A AlRE o] A ﬂZmX“lOﬂ 2
2 Bk ohs ¥ A7 F9& G AAE Aem Y
“ﬂ%‘ﬂr 1:1*0] TRo] Sl TRt Ao sties 5=



(1]

References

B. Back and H. Kim, “Industrial direction and policy direction
of intelligent robot industry,” The Magazine of the IEEK,
vol. 44, no. 9, pp. 16-26, Sept., 2017, [Online], https://www.
dbpia.co.kr/journal/articleDetail 7nodeld=NODE07247222.
S.-K. Hwang, E.-.S. Jeong, O.-H. Kwon, and S.-G. Lee,
“Implementation of an Intruder Detection System Using Image
Transmission on ZigBee,” Journal of Security Engineering,
vol. 6, no. 2, pp. 192-195, 2009, [Online], https://www.dbpia.
co.kr/journal/articleDetail ’nodeld=NODE01303983.

H. S.Jeon, D.-H. Yeom, and Y. H. Joo, “Video-based Intelligent
Unmanned Fire Surveillance System,” Journal of Korea Intelli-
gent System Society, vol. 20, no. 4, pp. 516-521, 2010, [Online],
https://www.dbpia.co.kr/journal/articleDetail ?7nodeld=NODEQ
1508423.

T. H. Kim, G. L. Seo, J. Y. Lee, and W. C. Lee, “Integrated Fire
Monitoring System Based on Wireless Multi-Hop Sensor
Network and Mobile Robot,” Journal of Korea Control Robot
System Society, vol. 16, no. 2, pp. 114-119, 2010, [Online],
https://www.dbpia.co.kr/journal/articleDetail ?7nodeld=NODEOQ
1947036.

T. H. Kim, G. L. Seo, J. Y. Lee, and W. C. Lee, “Integrated Fire
Monitoring System Based on Wireless Multi-Hop Sensor
Network and Mobile Robot,” Journal of Korea Control Robot
System Society, vol. 16, no. 2, pp. 114-119, 2010, [Online],
https://www.dbpia.co.kr/journal/articleDetail ?7nodeld=NODEO
1947036.

J. Meguro, K. Ishikawa, Y. Amano, T. Hashizume, J. Takiguchi,
R. Kurosaki, and M. Hatayama, “Creating Spatial Temporal
Database by Autonomous Mobile Surveillance System,” /EEE
International Safety, Security and Rescue Rototics Workshop,
Kobe, Japan, 2005, DOI: 10.1109/SSRR.2005.1501263.

Y. Shimosasa, J. Kanemoto, K. Hakamada, H. Horii, T. Ariki,
Y. Sugawara, F. Kojio, A. Kimura, and S. Yuta, “Some results
of the test operation of a security service system with
autonomous guard robot,” 2000 26th Annual Conference of the
IEEE Industrial Electronics Society, Nagoya, Japan, 2000,
DOI: 10.1109/IECON.2000.973184.

F. Zafari, A. Gkelias, and Kin K. Leung, “A Survey of Indoor
Localization Systems and Technologies,” IEEE Communications
Surveys & Tutorials, vol. 21, no. 3, 2019, DOL: 10.1109/COMST.
2019.2911558.

T. Uhm, J.-W. Park, J.-D. Lee, G.-D. Bae, and Y.-H. Choi,
“Multi-modal Sensor System and Database for Human
Detection and Activity Learning of Robot in Outdoor,” Journal
of Korea Multimedia Society, vol. 21, no. 12, 2018, DOI:
10.9717/kmms.2018.21.12.1459.

-
o
o
o
o
g
“o
=
H

A EA 7 BN AR 397

A Ei B

2004 Z37chetnl M58 HED

2006 FHFiE ZAFEAITFE TS AR
2014 QFHStuL WAFSAFE TS AD
2014~2016 F=3F3L7 |z d7- HpALS 78
20162017 =T 8}7|%A7L 9574
2017~AA TR EEGHATI ATEE

ATERALATY
Irkiok @A, FHEEIE A, I3Aks, AT, S7dA

X = o

o - O
FE S} 2R AL ARSI
PEhEt Ao AZHEAh
GE e EEX LT

ARk Friwol= 25, ATANs, AT

E

1998 gkl deista H71E 8tk EAh

2000 =eigeNEtaL 718K AAD

2003 Sh=s|okEha A7) 2E T e SGR)

2002~2018 ()Tl ¥

2018~8A] (32 E| T 87 1EA PR
iy

Hiol= 21, IEAlS,

Hol

ol

v<««5io

, AT

i
o>
He
65
401'

Hf 7| &

2015 A7) 7 AIE DRI
ahal(EAD

2017 MaREPled 7|1AVEAZR-g st
(54

2017~3A] 2R gTATLY 2|5
AR FA AP

BrREok A, Sz ES o] i, A5 Ale], AT

TER

}Es
Fgrhetul A7)k s e
FEIfetal A eRR-sTH A
A F=2EERATE A =R
AT AT

Prkiok AsAle], JAFAE

AT, TN



	무인 경비 로봇을 위한 다중 무선 통신 기반 관제시스템
	Abstract
	1. 서론
	2. 다중 무선 통신
	3. 경비 로봇 관제 시스템
	4. 통합 관제시스템 구축
	5. 결론
	References


